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Cyber Range User Guide
This user guide is based on v1.2.8 of the Cyber Range Platform. It is intended to assist a
user in navigating the platform.

About Cyber Range

Cyber Range (CR) is a gamified platform for cyber security professionals and cyber security
enthusiasts. The development of CR is based on gamification principles so that players can
develop cybersecurity competences while playing. CR is a state of the art scalable cloud-
based cyber range supporting thousands of simultaneous users. The fundamental design
principle behind cyber range is that each user should have access to a personalized
environment. Just like with traditional physical ranges, each user has access to his/her own
practice targets independently of other users. Conversely, traditional cyber ranges share
their virtual environments and users contend available resources to practice their
cybersecurity skills, which results in conflicting situations where virtual machines or often
rebooted in the middle of an activity or where the user does not have full control of his/her
learning environment.

Within CR each virtual environment is available to any user independently from one another
and each user an interact with that environment at will without affecting other users!
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Getting Started

Cyberranges can be accessed on the following url Cyber Range - The Ultimate Cyber
Security Platform

CYBER EXERCISES
TRAINING
COMPETENCE ASSESSMENT

NOTE:
The current version of Cyber Range supports the Firefox browser.
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User Registration

The first step is to register on the platform by filling the registration form with a username
of your choice and providing a valid email address.

Upon clicking the REGISTER button you will receive a validation email from
cyberrange@silensec.com like the one shown below.

Cyber Range - User Registration
cyberrange@silensec.com 402 PM (0 minutes a0

Hallo CyberDemo

Thank you for registaring with the Cyber Range platform. To complete your registration, plaase folow the link below

1ip.//30p, CYbaTANges com/ easstaractvaton/3 oe2d 1-S6el421 3-0a98-693426 100356

20178, Cyver Range™, All rignts reserved. Cyber Range, CR and the Cyber Range ogo are offical rademanks of Slensec

Click on the registration link in the email to complete the registration process.

Default Home Page
The default home page after launching cyberranges has several features at a glance as
shown below:
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ﬂ Cyberranges User

MENU
@ Dashboard
Library
Compete
» Team

Leaderboard

414 17.5k

TOTAL TEAMS TOTAL VMS STARTED TOTAL HOURS PLAYED

Settings
Help

IN PROGRESS

Rewrite URLs
with mod_rewrite
and Apache

Homepage Overview
The left tab has the following tabs:

1. Profile
2. Menu
- Dashboard
- Library
- Compete
- Team
- Leaderboard
3. Tools
- Settings
- Help
The Top Right Corner has the following Icons:
1. Crystals
2. Toggle Volume
3. Logout

The dashboard displays a number of Cyber Range statistics:
Total Teams

Total Scenarios

Total VMs Started

Total Hours Played

New Releases

Scenarios In Progress if any.

ok wN e
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Crystals icon shows the crystals balance of the user’s account. Click on the icon to view
detailed information on crystals.

Resources

BALANCE
* A // [—\:
) ! -/

)

WALLETS
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Clicking on log out option, shows a pop up prompting one to confirm the logout.

Cyb erran g eS U ser (cyberranges_user)

Q Kenya

REDEEM PROMO & DOWNLOAD CERTIFICATE

¢ Profile Name and User name
¢ Email associated with the account

e Location
e Option to redeem promotion
e Location

¢ Option to download VPN certificate

Clicking on the dicon next to the profile picture allows editing of the profile picture,
where one can choose from different categories available on the Avatars Gallery.
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Avatars Gallery
Select y ar

DEFAULT MYTHOLOGY ROBOTIC ALEN MARTIAL ARTS NOIR SPORTS APOCALYPTIC FANTASY NEON PARTY

CANCEL SAVE

To edit account details click on Account settings, where you can edit your profile details or
change your password.

PROGRESSION ORGANIZATION ACCOUNT SETTINGS

PROFILE INFORMATION CREDENTIALS

’ CHANGE PASSWORD

Country

(o}
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Menu

Dashboard

By default, when cyberranges is launched it opens the Dashboard page, which shows a
number of Cyber Range statistics, and most importantly, shows a list of scenarios that you
are currently playing.

ﬁ Cyberranges User

MENU

[ g TP e )
CTrDCR NAING

@ Dashboard

(= T
B3 compete

200
&% Team

WP Leaderboard

o 415 471

o TOTAL TEAMS TOTAL SCENARIOS
Settings
?  Hep

IN PROGRESS

Library

The Library has a conclusive list of scenarios that are single player by nature. A CR scenario
is a game play which may include a number of components such as a storyline, some
questions to answer or challenge to complete and a virtual environment for you to interact
with, alone or with other players. Finally, some scenarios are single player while others are
multiplayers.

IN PROGRESS

CLc Rewrite URLS

with mod_rewrite
Compete and Apache

Team

Leaderboard

Viewing Files with:

Settings " o S
< rsYSLOG QUNIX pee el

more LINUXfime

6
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The default Library page has different sections to help in finding a scenario.

On the top Bar there is the Filter, Category and Search tabs.

Clicking On the Filters Tab, one can filter for scenarios based on scenario Difficulty level or
scenario Type. Click Apply for the filters to take effect.

One can choose scenario(s) to play based on their category. More than one category can be
chosen. To select a category check its box and click apply to get a list of scenarios based on
the category of your choice.

800

FI ‘\’\' n
Networking

Mobile

:
O
O
O
O
O
O
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iii) Search

To play a scenario one can do a basic search with scenario name keywords, by entering the
search at the search bar at the top far right:

E.g. to search for an apache related scenario:

Q apache (%)

Step By Step Guide To Configure
Apache Reverse Proxy

—\ _SELF-SIGNED

SSLCERTIFICATE: [ N =

Configuring Apache SSL/TLS Configuring Apache V hosts Reverse Proxy with Apache
¥ 0 6 1h . ¥ 10 ¢ 1h c ¥ 0 @ 1h :

hentication Required

he server http://loc st:80 requires a username and
assword. The server says: S

e modsecurity

Open Source Web Application Firewall

Apache Authentication ModSecurity on Apache Fail2ban in Apache+WP
¥ 10 ¢ 1h . ¥ 10 ¢ 1h ¥ 10 & 1h

modsecurity

Open Source Web Application Firewall

Hardening an Apache Server Changing the Apache Port Modsecurity 3 on Apache

' 10 ¢ 1h . ¥ 10 o » ¥ 10

NOTE:
If filter(s) or category was set earlier, a search will be effective based on them. For a clean

search throughout all scenarios clear existing the filters.

Y FILTERS + CATEGOR! CLEAR FILTERS

Back on the Default Library page sections, It has additional sections as follows:
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Recently Played
Shows the scenarios recently played by the logged in user.

RECENTLY PLAYED

>adduser

delgroup
Kolide & Osquery Managing Users Linux
¢ 1h ¥ 10 o 1h

New Releases
Shows a list of most recently published (Released) scenarios.

NinjaBank WAF Log Analysis -Test
¥ 10 [} al ¥ 10000 3 "

Top Rated
Shows a list of the most top rated scenario from the ratings of players.

TOP RATED

Damn Vulnerable Web Application

Reverse 102 - Stripped ELF DVWA-LFI #1

¥ 10 o ¢ 30m

Most Popular
Shows most popular scenarios in cyberranges.
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MOST POPULAR

Jo=R yb=RrR

rnﬂ rnﬂ

CyberStars Workohop 1 CyberStars Workahop 2

Categories
The next session usually shows scenarios based on different categories e.g. Web, PWN,
Stego or Networking.

FORENSICS

CIC )

Office Docs 101 Wires| h?rk PCAP analysis
@ 2h

@

Mutillidae Il

Damn Vulnerable Web Application

Multillidae Il SQL Injection Error-Based Metasplo DVWA-Reflected XSS #3 Anonymous FTP
h ¢ 0 . ¥ 6 . ¥ . ¥ 2t c ¥10/1t 0 0

Address Space Layout Randomization

overflow;

Binary Exploitation 101 Format Strings Exploits #1 Binary Exploitation 106 ROPEmporium - Write4 Binary Exploitation 102

" ¥ 6 2h al ¥ 10 @ 4h o ¥ 0 ¢ nh "

NOTE: The icon On the scenario categories can be used to scroll, to view more scenarios
on that category as they are seen in the main Library page.
Compete

The Compete tab is where you find scenarios for competing which involve competition,
which can be players against each other or teams against teams.
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@' Cyberranges User
B\ MY EVENTS

MENU
@ Dashboard
H by
X ’
B3 compete 10000 Gm2t 2

8% Team

@ TEST LOBBY

P Leaderboard UPCOMING EVENTS

TooLs

£ Settings

?  Hep

EVENTS CALENDAR

Name Scenario Players Host Duration Starting on

For people to compete, a lobby is created, and it is usually created by the person who
created the challenge. So, most users will just need to join an already existing lobby, or
create a new one when need be.

Compete page has the following sections:
* My Events
e Past Events
¢ Events Calendar

My Events

MY EVENTS
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The icon allows creation of a lobby. Once You click on it it gives a list of all
multiplayer scenarios. Just Like in Library, one can choose scenarios based on Filters,
Category, or by using the search field.

X CLEARFILTERS

Analysis of Crypto Currency Mining Malware

¥ 10 o ]

Moldova Network Traffic Analysis. Ninja Bank Fraud Analysis

¢ 4h ¥ 10000 o 2

NinjaBank WAF Log Analysis DurianComm WAF LogAnalysis
¢ 2h ¥ 10 ¢ 2h

Once you find the scenario of your interest, Hover over it and click on tab

to go to lobby creation page.
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=~ | Ninja Bank Fraud Analysis

Log using ELK and AlienVa

7—ﬁﬁ' * * % * *
| £t

< CREATE LOBBY

<

LTY N ',
w)

DIFF T
ol Hard 10000

Capture the Flag

COMMENTS

Click on

< ADD COMMENT

+ CREATE LOBBY
icon to create the lobby and enter lobby details as per your

preferences.

Y sil

Game Info

USER SETTINGS

ﬁ .va::rvwl QI )
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Enter Game information:
Lobby Name - The Name of the Lobby as it will appear at the events section of compete

page.

Lobby Tags - Tags that will be associated with the lobby, Press enter after entering lobby
tags so that they take effect as shown in the screenshot above.

Lobby administrator Usernames: Press enter after entering the username of people who you
would want to be administrators in the lobby.

Click Next.

Game Mode

Multiplayer/Cap’ t o Sathish Govindha HARD Y
GAME TYPE @B  AUTHOR DIFFICULTY CRYSTAL COST

a 2=
O

GAME INFO GAME MODE SCHEDULING &

a Game Privacy *

Choose the Multiplayer Mode:

Where:
e Open: Anyone can join without use of a password.
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e C(Closed: Set a password, so that to join the game one will require the password.
If closed is the choice, you will be required to enter the password to be used.

a g=
/|

GAME MODE SCHEDULING

a password

Click Next.

Scheduling and reminders
& £

GAME MODE SCHEDULING & REMINDERS
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Set the start Date: Clicking on the Drop Down arrow will launch the calender where you can
choose the start date.

Game Duration is set during scenario creation and cannot be edited.
Notify users: Choose the mode of notifying users:

tomatic Notification

Manual Notification

Auto Start: Choose whether to Auto Start or not by toggling then Icon.
If set to yes: The scenario will automatically start at the set time and date.
If set to No: The admin will have to manually start the game.

Click Next.
User Settings
- ] a2

GAME MODE SCHEDULING & REMINDERS USER SETTINGS

Allow Late Join
Allow Chat

Require Approva

Auto Join My Lobby

BACK NEXT

Play around with the user settings to set the game preferences as you need or wish.

Max Game Participants: Set the maximum number of participants who can participate in the
lobby. (The field cannot be null)

Min Participants to start Game: Set the Minimum Number of participants required to start
the Lobby. (Cannot be left empty and cannot be set to 0)
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Allow Late Join: Toggle thenicon on whether to allow or not Late joining to the lobby.

Allow Chat: This is not yet implemented at the time of writing.

Require Approval to Join: Toggle with nicon to choose whether as an admin to approve

joining of participants to the Lobby or not.

Auto Join My Lobby: Toggle with n icon to allow auto joining to the lobby or not.

Click Next to Review the settings and create the lobby.

Review and Create
4+ )

GAME INFO
Game Settings

Lobby Name TEST LOBBY Start Date
Game Privacy CLOSED Auto Start

Multiplayer Mode Game Duration

Lobby Tags Notify Users

Administrators

5|

AINDERS USER S REVIEW & CREATE

Scheduling & Reminders User Settings

2020-01-31T714:00:00.000+03:0Max Participants

Min Participants

. Allow Late Join
0 Day(s), 2 Hour(s), 0 Minute(s)
Allow Chat

Automatic Notification(s) Require Approval

BACK 10000 CREATE LOBBY

Review and verify the settings and create the lobby. Ensure you have the required crystals

to create the lobby.

Once Lobby is created, you will see the lobby details and status. As an admin you can share
the lobby the link or it can be accessed on compete page under the Upcoming Events

section.

I & https://app.cyberranges.com/scenarios/lobbies/5e32bc9d960f0320598d3db7

(Y silensec
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Compete Page After Creating a Lobby

MY EVENTS

& TEST LOBBY
i Ar

on

UPCOMING EVENTS

PAST EVENTS

a8 Qllender l,ompllance lmpr 90120 8 Sl\ense omplnnc ew - erview 2 & SOC Team
murai € NinjaBank Fr M A

21 HOURS #

Under upcoming Events, Shows upcoming Lobbies, Test Lobby created earlier can now be
viewed.

Past events show expired events, i.e. Lobbies that have already been played and cannot be
played again cause the time set is in the past.

The Events calendar shows upcoming Lobby events and ongoing ones.

EVENTS CALENDAR

Name Scenario Players

& TCRA_Day_4_Ossec @ OSSEC HIDS MP - merlin

& TCRA Day 4 NSM Lab "'i Network Sec Monitoring MP Amos_Mibey

& TEST LOBBY " #) Ninja Bank Fraud Analysis MercyMwikali
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Events calendar shows the following details

Name: Lobby Name.

Scenario: Scenario being played in the lobby.

Players: Current number of players who have joined the lobby.
Host: Creator of the lobby.

Team
The team tab shows the teams a user is in. If not it offers the option of Joining a team or

creating one.

ﬂ Cyberranges User

MENU

Pt .
CTDER NMAINGE

Dashboard
Library
Compete
Team

Leaderboard

TooLs

£ Settings
P Hep

JOIN TEAM CREATE TEAM

Selecting Join Team, prompts with a page where it has a list of teams you can join.
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Join a Team

Registration Status

Open Country

Team Name Captain Location Members Registrations

Striniarides Cyprus Open

Knight Uruguay Open

Argentina Open

Argentina Open

Argentina Open

GauchitoGil Argentina Open

spider Argentina Open

Italy Open

CERTUNLP Argentina Open

CYCTFTest Cyprus L

0000000060

Teams per page: 10w 1-10 of 349 4 )

This page has some options:

Registration Status
One can choose to filter through the teams to view based on the registration status, which
is open, closed or all.
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Country
One can choose to filter teams based on the country they are based on:

Country

Afghanistan

Aland Islands

One has an option searching by country name too.

Search
You can search for a team if you know the name:
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(% R4

Team Name Captain Location Members Registrations

@ valor Kenya Open

Once you find a team of your choice, click join:

Team Name Captain Location Members Registrations

@v Open

Once you join you will view the team statistics.

MEMBERS 5 LEAVE TEAM

0

TEAM SCORE

Rank

W Captain
§ Recruit
§ Recruit
{ Recruit

cyberranges_user { Recruit

At the far right corner there is an option of leaving the Team.

REGISTRATIONS MEMBERS 5 LEAVE TEAM

One can only be a member of one Team. So to join or create a team, you have to leave the
one you currently a member of.

If you are not a member of any team, select Create team to create a team, if you are
already a member of another team and you want to create your team, Leave the current
team first.

Choose the Team Avatar of your choice from the provided List.
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CUSTOMIZE TEAM AVATAR

Edit team Details as shown Below:

TEAM INFORMATION

CANCEL CREATE

The Team details include:
e Team Name
e Team Motto:
e Team Country: Type the country name and select it from the list that appears
e Registration: set to open or closed. Open allows other users to join the team. If
set to close other users will not be able to join the team.
* Team Description: a brief description of the Team.
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Click Create once done:

REGISTRATIONS MEMBERS 1 DISBAND TEAM

Cyberranges_Team ~ 0

TEAM SCORE

Member

% cyberranges_user W Captain

As the Captain of the Team you can still edit team name and avatar by clicking the 4
icon.
As the creator you have the option of disbanding the team.

DISBAND TEAM
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The Leaderboard tab shows the users rank and their team rank. It also shows other users
and Teams ranks.

ﬂ Cyberranges User

MENU

N/A N/A

ﬂ Dashboard YOUR RANK YOUR TEAM RANK
[ = T
B3 compete

0
&% Team

TEAMS LEADERBOARD

Username

T Leaderboard

TooLS

£ Ssettings
?  Hep
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Settings

Settings allows configuration of the app preferences.

a Cyberranges User

Dashboard
Library
Compete

Team
,’ Leaderboard

TOOLS

* Settings
QUALITY

? Help Q Normal

AUTO RENEW

P CHANGE PASSWORD

REDEEM CODE

From Settings you can configure:

Graphics
By choosing you preference Theme:
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Gameplay

By Toggling nAuto renewal on and off will enable or disable automatic renewal of
Virtual Machine Time.

Gam

AUTO RENEW

‘ VM Auto Renewal: On

ONE CLICK START

Audio
This settings enables adjusting of cyberranges background music and audio

Account
Allows changing of password and redeeming of Code.

Account

&P CHANGE PASSWORD

REDEEM CODE

SAVE
Once done with the configurations, click -to save your changes.
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Help
Help tab has detailed guides to get started using Cyberranges Platform.

Dy~ -~ —

ﬂ Cyberranges User
N Help Topics

v —— I -
L TDLCN MNAINUOLC

Find help and detailed guides to get started using ( ange Platform
MENU
@D Dashboard

E Library ’ .‘
FEJ Compete at

:;% Team

T Leaderboard

GETTING STARTED VIDEO TUTORIALS

TOOLS

Q Settings
? Help

NOTE:

After selecting the item of your preference you can collapse the panel by clicking the E
icon at the top near Cyber Range Title.
In case you need more help, email support@cyberranges.com
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